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How “I LOVE YOU" works

Ernailed wirus installs
itzelf in three places
within the Windows
directory and changes
default Internet
Explorer Web page.

The next time the

rachine is started,

the wvirus runs [E :
and downloads a file b
chozen from ane of

four URLs. WIN-BUGSFL

Virus emails itzelf
to all addresses in the
‘Windows &ddress Book.

Virus owerwrites and appends

a “wbs"to all files with the
following extensions:

wbs j=  oss =t jpegq .mp3
wbe jze owsh hta jpg  .mpZ

Virus modifies Instant Relay

Chat, an instant messaging
pragrann, if present o
infect other IRC users.
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nficker

Computers within a netwark thal have
ek passverds and without |abest
sority updatedanti-vines softwares ane
Infected with the worm,

—
—
I
Comimtens thai have unseouredi/onen
shared falders without latest secunty
updatefanti-virus softaanes are infected
wilh the warm,

Computer without & strong password,
Laruired] shared falder, [atesl decirily
updERE or arti-vires software s infeched
with e warm,

Computer with strong password,
secured shared folder, Tatest security
update and anteres softwane s
protected from the wanm,
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How the Stuxnet virus works:

- It infects PCs that use Microsoft's
Windows operating system
through the USH dilve

) The worm then searches
_ the computer for spacific
Siemens software
that controls Industnal
components

% If it cannot detect the
software it spreads to
another computer in a
company’s internal
network and searches
there

Once the wirus finds the
Siemens software it can
then reprogram the
programmable logic
cantrod {PLE) and sand
new Instructions to
industrial machines_ For
example, the virus can
disrupt termperature
monitors or pressure

gauges

The wirus has already targeted software programs used
to monitor and control automated processing plants at
food and power plants and refineries
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Kaspersky®

Anti-Virus 2010

Trojan program

E Thiz web page or file containg malicious software,
Object:
dl.sourceforge . netfprojectfvic/ 1. 1, 1fwin32fvlc-1. 1. 1-win32.exe

Trojan program:
Trojan.Win32.TD5S5.bjam

% Allow

Action will be allowed

% Block (recommended)
Action will be blocked

W Apply to all objects
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Detect it Easy 0.64
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[Header]
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:Anti-virus software history <tw g »ill sallaal) geal i 7o
1986 Avira
1989 Symantec Norton
1989 McAfee
1990 ESET Node32
1997 Kaspersky
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