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| Machine A | tun®@ -- Tunnel Interface -- tun@ | Machine B |
| Has a tunnel | -----mmmmmmmmm e =>| Has a tunnel |
| and ethernet | 10.0.0.100 10.0.0.200 | and ethernet |
s mm e G e + point to point connection e mneed s +
ethe | creates a bridge | etho
10.0.0.100 | that plugs machine B | 192.168.0.100
port 22 | into network A
forwarded | |
here | |
R i R + o + R AR +
| Network A | | | | Network B |
| 10.0.0.1/24 | 1.2.3.4 | The Internet | | 192.168.0.1/24|
| Has internet |<-------- =| gt =>| Has internet |
| MNAT gateway | Routable | | | NAT gateway |
LR TR + Address  H-m-mm o +  EEE TR +

et e A asiiant b B jleadt penin Lo cos aladin Lo 1 g LA asiiadt 3 B jleaadt et 0w o LT das M G gualtl (e
(253 8UdO i OOt sy o550 07 Le)) A leadt e TOOE Sls Mo Saled sl wsols daglud) Jud oS3y A

SSH jlaua| (o &Sl 1 Ig¥1 Bgtaddf

Ol 13) .6,F JBYI Lo 98 o jlus] @39 A leadl o3 sy SSN SEIVET (i (e wso Ll oo AL Ol glasdly 5 il Jud
oLl sia (faxd o W1y 4l i @B 48 (e JB Lad ) ey i yadl i)

5l 91 £,¥ o8 Jeso SSh Client ¢i (e ussl B jleatt e Guaty awas a3
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# apt-get install openssh-server
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SSH plasuiawly

Sae¥l alo pypd ALl Bgdads
# nano /etc/ssh/sshd config
SO G dad) 28l )/ s g g (pe a&alS
PermitRootLogin yes
PermitTunnel yes
SSN 31 asls Jads ey caledl dadoy o8 (ALY day
# /etc/init.d/ssh restart

paldlg Chilga o ! gliduf 1AL Bgdad

:(@iB@awm,)Ajwtg'sﬂ% s Ll
$ echo 1 | sudo tee /proc/sys/net/ipv4/ip forward

ey B ol L2
$ sudo ssh -w 0:0 1.2.3.4 )
M o pe¥I Al e Lgin wlil isay (B 5 A) ileadt o2 TUN. Lpawt aedl b1 28 28lay cLaoly a 9dy e¥1 1ia
o et
$ ifconfig tun@

AS il slac) iy, Sglads

aa A et b
# ifconfig tun0 10.0.0.100 pointopoint 10.0.0.200
aan Bl o3
# ifconfig tun0 10.0.0.200 pointopoint 10.0.0.100
(o2 okead! (o JLall 392 g (e wS L
aan B ojleaa 3
$ ping 10.0.0.100
PING 10.0.0.100 (10.0.0.100) 56(84) bytes of data.
64 bytes from 10.0.0.100: icmp seqg=1 ttl=64 time=74.8 ms
64 bytes from 10.0.0.100: icmp seq=2 ttl=64 time=73.6 ms
64 bytes from 10.0.0.100: icmp seq=3 ttl=64 time=74.3 ms

--- 10.0.0.100 ping statistics ---

3 packets transmitted, 3 received, 0% packet loss, time 2001ms

rtt min/avg/max/mdev = 73.649/74.278/74.880/0.549 ms

aa A et b

$ ping 10.0.0.200

PING 10.0.0.200 (10.0.0.200) 56(84) bytes of data.

64 bytes from 10.0.0.200: icmp seqg=1 ttl=64 time=75.2 ms

64 bytes from 10.0.0.200: icmp seq=2 ttl=64 time=74.0 ms

64 bytes from 10.0.0.200: icmp seq=3 ttl=64 time=74.0 ms

--- 10.0.0.200 ping statistics ---
3 packets transmitted, 3 received, 0% packet loss, time 2002ms
rtt min/avg/max/mdev = 74.029/74.424/75.208/0.554 ms




Jool) gatpaledn  maalf

(VPN) 3.:.@!,.23?{1 PN E] al&,.&." ;Lﬁu! 1€ 990 axslio
SSH pfasiauly

asan ¥ B jleatt o539 A Hleatty B et pio miiles Jlal! sud psd 0¥
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$ sudo route add -net 10.0.0.0 netmask 255.255.255.0
gw 10.0.0.200 tun®

A et
# arp -sD 10.0.0.200 ethO pub
VASLA) B jga ddi Wualiell dgalgll oo €th0 ™

podn o590 989 A Sler 11 B leatly Bolad Ju 5 ASLad 5 jeaT Jam pe¥I 1is
B jlex o1 el b

55621 OF I ALYl A 2SLall L3 5392 sedl 3y sall Jo alaininl B oISl muoi s A asiadt 31 B jleadt g (e Licgi 1go
B jleadt 2 539> 531 351 5ad1 (oo Balaiu¥) LilSels A sl

Sldfac¥l oo tdanold dgtads
i e Jeadl Bale) Lide & 9% B gi A jleadt (i salely Lied Jla b a3¥ Olalae¥l dads (¥ Lode s
'S iy /ete/network/interfaces/ cata ;> A ot b

iface tun0® inet static
pre-up sleep 5
address 10.0.0.100
pointopoint 10.0.0.200
netmask 255.255.255.0
up arp -sD 10.0.0.200 ethO pub

LA sty caled) uas ) Bl a

iface tun@ inet static
pre-up ssh -f -w 0:0 1.2.3.4 'ifdown tun@; ifup tunO'
pre-up sleep 5
address 10.0.0.200
pointopoint 10.0.0.100
netmask 255.255.255.0
up route add -net 10.0.0.0 netmask 255.255.255.0 gw 10.0.0.200 tunO
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PERL PROGRAM:
perl -wpe’s/at/op/g’ INPUT

INPUT FILE:
A cat sat on a mat with a hat.

OUTPUT:
A cop sop on a mop with a hop.
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> "import sys; print sys.stdin.read().replace('at’,
‘op')," <INPUT
A cop sop on a mop with a hop.
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$ cat program.py
import re, sys; print re.sub(sys.argv[l], sys.argv[2], sys.stdin.read()),

$ python program.py at op <INPUT
A cop sop on a mop with a hop.
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$ cat program.py
import fileinput, re, sys
for 1in in fileinput.input(sys.argv[3:], inplace=1l):
print re.sub(sys.argv[l], sys.argv[2], lin),

$ cat INPUT
A cat sat on a mat with a hat.

$ cat INPUT2

@ python

$ python program.py at op INPUT INPUT2

$ cat INPUT
A cop sop on a mop with a hop.

$ cat INPUT2
tit top
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