ﬁﬁﬂﬂ o Il ayl (r_‘:ﬁ
T s

Wlndows
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MCSE



administrator
.guest users server operator

‘task manager

=10
File ©Options  Wiew Shut Down - Help
Applications  Processes |F'erF-:urmanu:e I Metworking I |l=ers I

MeraStarkSmart.exe  Adrinistrakor 1,112 K
crnd. exe Adrninistrator 1] 85 K
sychosk,exe SYSTEM oo 4,016 K
Photoshop.exe Cr.Bill Gates i 7,043 K
WINWORD.EXE Or.Bill Gates oo 2,420k
HODliFePro, exe Drr .Eill 3ates a0 7,180 K

| OMENGOTEM, EXE Dr Eill Gates oo 356 k|
spoolsy . exe SYSTEM oo 4,708 K
svchosk, exe LOCAL SERVICE [ufu} 4,244 K
|acrotray, exe D Eill Gates (ily 1,992 k|
point3z . exe Dr .Gl mates oo 4,685 K
svihost, exe MET'WORE SERNICE oo 2,716 K
|realsched.exe Dr Bl Gates oo 176 k|
InCDsryv.exe SYSTEM oo 4,052 k
sychosk,exe SYSTEM uin} 19,728 K
alg.exe LonZAlL SERVICE oo 3,300 K
InCD, exe D .Bill Gates a0 3,744 K
|explorer, exe D Eill Gates iy 16,506 K| =]

V¥ show processes from all users End Process |

process Security context
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1- local service
2- network service
3- system

Domain

"SVCHOST "
tasklist

r.Bill Gates

Buystem Idle Process

ervices .exe

suchost .exe
vchost.exe
svchost.exe

uchost .exe
sychost .exe
poolsu_exe
DM . EXE
vsuc32.exe
SNmp . eXe
pdf mgr . exe
lg.exe
explorer.exe
prealsched.exe
S OUNDMAN . EXE
rundl132 .exe
tfmon.exe

asklist.exe
mipruse .exe

system

process

=10l x|
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:2003

svchost
Taskill Tasklist . 5
Task Manger

rpcSc
.Nla,rasman,W32Time

2003

Domain controller

Marne | Descripkion
g.ﬂ\dministrators Administrators have complete and unrestricted access to the computer/domain
gﬁackup Operators Biackup Operators can override security restrickions For the sole purpose of backing up or restoring files

gGuests

@Network Configuration Operators

gperformance Log Usets

{gperformance Manitar Lisers

{g Power Usets

g Print Operataors

g Remote Desktop Users
ﬁ Replicatar

{.ﬂ Users

@ HelpServicesaraup
Q TelnetClients

Guests have the same access as members of the Users group by default, except For the Guest account which is.,
Members in this group can have some administrative privileges bo manage configuration of networking features
Members of this group have remote access ko schedule logging of performance counters on this computer
Members of this group have remote access ko maonitor this camputer

Power Users possess most administrative powers with some restrictions. Thus, Power Users can run legacy ap...
Members can adrminister domain printers

Members in this group are granted the right to logon remately

Supparts file replication in a domain

IUsers are prevented From making accidental or intentional swstem-wide changes. Thus, Users can run certified |
Group for the Help and Suppart Center

fMembers of this group have access o Telnet Server on this system,
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administrators
backup Operators
print Operators

.Performance Monitor Users
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Users
XP
.Windows Server 2003
XP administrator
users
Dos

o DI‘.Bi“ Gates

C=vnet user Kill-Iswael 159357 ~add

The command completed successtully.

User name: Kill-Israel
Password: 159357
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Windows XP
Dos Professional

C:\shutdown —r —-m —f \\nameOF Computer

Jlogoff Run




www.Server4Arb.com

Date and Time Properties 3 ﬂ

L
\lJ) ¥ou da nok have the proper privilege level ko change the System Time,

r.Bill Gates

C:x»net user Serverdfrh 159357 Aadd
Svystem error 5 has occurred.

Access is denied.

Cosy

. access is denied
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System Properties

Generall Computer Mame  Hardware |.-’-'u:|vanu:eu:|| Hemutel

~ Device Manager

. The Device Manager lists all the hardware devices installed
on your compter. Lse the Device Manager to change the
properties of any device.

Device Manager I

~ Dirivers
i Ciriver Signing lets vou make sure that inztalled divers are

compatible with Windows. Windows Update letz pou zet up
how Windows connects to Windows Update for drivers.

Ciriveer Signing Wwindows Update

—Hardware Prafiles

~

~  Hardware prafiles provide a way for you to zet up and store
different hardware canfigurations.

Hardware Profiles |

(] Cancel | Spply

Device Manager

AN

X

¥ou do not have sufficient security privileges ko uninstall devices or ko change device properties or device drivers, Flease contact vour

site adminiskrator, o logout and log in again as an administrator and try again.
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setup

You muzt be logaged on with Adrminiztrator rights

' E to rur thiz 2etup program. [F you do not have
thoze nights, then pou need to conzult wour
System Administrator. The installtion will be
aborted.

]

windows installer

Start > Run > eventvwr
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_loix
Fie  Action View Help
- AESRE| @
1] Event Viewer (Local) | Application 221 event(s)
U] Application Type [ oate | Time | source [ cas]
- :’1": Binformation  01/09(2005  03:29:52 o  Msilnstaler Mo
2 ¥ S\ Warming 01j09(2005  03:29:09 . WinMgmt Mo
#\ Warring 01j09/2005  03:29:09 .o WinMgmt Hon
Mailnstaler ]

] (32608 o Msilnstaler
01092005 Mailnstaler
.&Warmq 01092005 Winlarnt
0\ warring 00912005 032356 o WinMgmt
W Error O1f09) 2005 03:22:34 pe  Msilnstaler
Winformation  01j09/2005  0317:38 o  Evnbagnt
M\ Warring 010912005  0%16:09 Lo Evnbagek
M\ warming 01j09(2005  03:16:09 ,» Evnbagrt
BInformation  01/09(2005  03:16:03 o  LoadPerf
Dinformation  01/09)2005 031603 o LoadPerf
(D Irformation 010912005 OR1603 o LoadPerf
Wirformation 010912005 OR1603 o LoadPerf
(Dinformation  01/09/2005 0316103 o LoadPerf
-i]:nrnmpinn N Ngisnne =180 . 1 mnsdDaef

=

FEEEEEFEEEEElm

Ewvent |
Date; /0342005 Source; §Msilnstaler +
Time: 03:26:08 s Categom: None S p—
Type:  Eror EventID: 11500 +
Uszer: SOUL-ALNETADLEIN Gatesl

Cormputer; SOUL-ALMET

Deszcrption;

Froduct: HDDUfe = Error 1500, Another installation is in progress, You mist
complete that installation befare continuing this ane.

Far more information, see Help and Support Center at
hitp: //go. microsoft. comdfwlink/events. asp]
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Disk Management | x|

' E You do nok have access rights to Logical Disk Manager on CLIEMT.
|

Disk Defragmenter x|

L] "-n., ¥ou must have Administrator privileges to defragment a volume,

registry

Registry Editor ] x|

Q Zannot import E:YGo ko dos.reg: Error accessing the registry,

security system restore
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malfunction
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limited

admini
Me

strator

administrator

To begin, click your user name

secondary logon

Start>>Run>> %SystemRo0t%\system32\services.msc /s

Services (Local)

Secondary Logon

Pause the service

Description:

Enables starting processes under
alkernate credentials, IF this service is
stopped, this bvpe of logon access will be
unavailable, IF this service is disabled,
any services that explicikly depend on it
will Fail bo skart,

Mame /£ |.Désuzri|':ul:ion | Skakus
8 003 RSP Provides ...
%Remute Access Auto Connection Manager Creates a ...
%Remute Access Connection Manager Createsa ... Started
%Remnte Deskiop Help Session Manager Manages a...
%Remute Procedure Call (RPC) Provides th... Started
%Remute Procedure Call (RPC) Locatar Manages k...
%Remnte Reqgiskry Enables re...

%Remwable Storage
%Ruuting and Remote Access
an

Cffers rout. ..
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Jlocal system

runas

runas

Run as...
Uninskall with advanced Uninskaller

mLshellToys <P

B oaoldsts).,
B ol dals) "cmd.rar
. B sl dloyy ki o

B ol ke "omdrar” sodl dlasyls

Send To

Cuk
Copy

_reate Shorktcouk
Delete
Rename

Properties
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cpl msc exe
runas

rnas x|

1
% Which user account do you wankt ko Use to run this program?

{* Current user (SOUL-ALMNETIDr Bill Gates)

¥ Protect my computer and data from unauthorized program ackivicy
This option can prevent computer viruses From hatming your

compuker or personal data, but selecting it might cause the
program to Function improperly:.

{~ The Following user:

User marmes Iﬂ Administrator j J

Password; |

ok I Cancel |

runas secondary logon
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Dos /

. Dr.Bill_Gaties

C:“\Jrunas -7
RUMAS USAGE:

RUNAS [ L[/noprofile | ~sprofilel] L[renv] L[ netonlyl 1
susers{UzerMName> program

RUMAS [ [Anoprofile | Aprofilel [Aenuvl] [A/netonlyl 1
ssmartcard [ruser:{lserMame>] program

snoprofile specifies that the user’s profile should not be loaded.
This causes the application to load more gquickly, but
can cause some applications to malfunction.

sprofile gspecifies that the uzer’s profile should be loaded.
This is the default.

senv to use current environment instead of user’s.

snetonly use if the credentials specified are for remote
access only.

ssavecred to use credentials previously saved by the user.
This option is not available on Windows XP Home Edition
and will be ignored.

szmartcard use if the credentials are to be supplied from a
smartcard.

susep {UserMName?> should be in form USEREDOHMAIN or DOMAINNUSER

program command line for EXE. 8See below for examples

Examples:

> runas snoprofile suser:mymachineadministrator cmd

> punas Sprofile senv Auserimydomainsadmin "mnc #windipxszystemd2-dza.msc'
» runas senv suseriuserBdomain.microsoft_com “notepad ““'my File.txts'™

Enter user’'s password only when prompted.
USEREDOMAIN is not compatible with ~/netonly.
sprofile is not compatible with /netonly.

Start > Run > cmd
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administrator

C:“Documents and Settings™Dr.Bill GatesXrunas ~suserladministrator cmd

o Muslim_Hager - runas /user:administrator cnd

ne Dy B gsrrunas Suser:administrator cmd

o 5 _and ' inuys B &
Enter the password for administrator:

e cmd {running as CLIENT  administrator)

Microsoft Windows XP [Uerzion 5.1.260081]
(G Copyright 1985-2001 HMicrosoft Corp.

C=~WINDOWSNsystem32 >

Timedate.cpl, devmgmt.msc, defrag c: chkdsk, etc........
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C=rrunas csuseriadministrator "mmc Xwindirxssystemd2ndiskmgmt.msc'

Enter the password for administrator:

Muslim_Hager

C:>runas Suseriadministrator cmd

Enter the password for adminisztratop:

Attempting to start cmd as wser "CLIENT-administrator" ...
RUNAS ERROR: Unable to run — cmd

1326: Logon failure: unknown uszer name or bad password.

LN

disabled

C:srrunas Suseriadministrator cmd
Enter the password for administrator:
Attempting to start cmd as user "CLIENTsadministrator" ...

RUMAS ERROR: Unable to run — cmd
1327: Logon failure: uszer account restriction. Posszible reasonz are blank paszu
ordz not allowed, logon hour restrictions,. or a policy restriction has heen enfo
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() guest

Server operator
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secondary
logon
runas
users rights
(XP ) group policy

group policy

Start > Run > gpedit.msc
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File  Action  Wiew Help

i Group Policy T

&~ |OEX B

=} Local Computer Policy
L—‘_I@ Computer Configuration
-] Software Settings
-2 Windows Settings
|| Seripts (StartupfShutdown)
-5 Security Settings

-8 Account Policies

=28 Local Policies

© @8 audit Palicy
B User Rig ignmenk
-8 security Options
(2] Public Key Policies
(L] Software Restriction Policies
,g IP Security Policies on Local ¢
#-121] Administrative Templates
I':'I@ Iser Configuration
¥ ] Software Setkings
{7 Windows Settings
|1 Administrative Templates

Palicy  /

| Security Setking

F\ccess this computer from the network
@F\ct as part of the operating system
F'.dd warkstations to domain

@F\djust memory quotas For a process
F\IIaw logon through Terminal Services
@Back up files and directories
vaass traverse checking

Change the syskem kime

Create a pagefile

@Create a token object

Create global objects

@Create permanent shared objects
Debug programs

@Deny access ko this conputer fram the netwark
Deny lngon as a batch job

Den\,-' logon as a service

Deny lagon lacally

Everyone, Administrators, |

LoCAL SERVICE, MET'WOR
Adrinistrators, Remate De
Administrators,Backup Opd
Everyone, Adminiskrators,
Adrinistrators, Power Usel
Administrators

Administrators, INTERACTI

Administrators
SUPPORT 38894520, Gued

SUPPORT_388945a0, Gued

users

. users

: group policy

Start > Run > gpedit.msc



Change the system time

'Hi Group Policy ) N

File Action Wiew Help

= B xE 2

::j Local Computer Policy
@ Computer Configuration
-] Software Settings
=1-[2] Windaws Settings
i-{E] scripts (Startup)Shutdown)
= B8 Security Settings

-8 Account Polidies
L -8 Local Policies
- (28 audit Policy

- Lser Rig grirnenk

1-(Z8 Security Options
[ Public Key Palicies
([ Software Restriction Policies
g IP Security Policies on Local ¢
-7 Administrative Templates
I':'Iﬁ User Configuration

B1-[] Software Settings
[ windows Settings
(27 Administrative Templates

Change the system time Properties

Palicy  #

| Security Setking

Access this camputer from the network
A-:t as part of the operating system
Add waorkstations to domain

.D.djust mematy quotas for a process
E'i_}_{].ﬂ.llow logon through Terminal Services
@Back up files and directories

E:I Change the system time

Create a token object

Create global objects

Create permanent shared objects

@Debug programs

[-‘E{]Deny access b this computer fram the netwaork,
Deny logon as a batch job

Deny logon as a service

Deny logon locally o

Everyone, Administrators, ||

LOiZAL SERNTCE,NETWOR
Administrators, Remote De
Administrators, Backup Opg
Everyone, Administrators, |
Administrators, Power Use
Adrninistrakars

Administrators, INTERACTI

Administrators
SUPPORT_355945a0, Gued

SUPPORT _355945a0, Gueg

Local Security Setting |

,igﬁ:

Change the syztem time

Adminigtrators
Power Ulsers

Add Uzer or Group...

Remowve




Power Users administrator

Power users

add User or " !
Group

Change the system time Properties el

Lazal Security Setting |

.4 Change the sustem time

igi

Adrministrators
Fower Llsers

Add User or Group... R emowve
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Select Users or Groups N el

Select thiz object type;

lLlsers ar Built-in zecurity principals Object Types...
From this location:

lELIENT Laocatians...

Enter the object names to select [examples]:

Authenticated |zers Check Mames

[

Advanced... | k. I Cancel

check names

Users

.group policy

Start < Run < gpupdate /force

WINDOWS system 32 gpupdate.exe
Refrezshing Policy...

llzer Policy Refresh haz completed.
Computer Policy Refresh has completed.

Certain Computer policies are enabled that can only run during startup.

0K to Reboot?. (Y¥-N>
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"NTFS
Format

ntfs, C+D

properties

.NTFS file system

fat,fat32
fat,fat32 partition

partition 2
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XP

Hard Disk Drives

== @I:

] & i3
Open SYSTEM-5P (D)

Explare

Save folder listing to file...

Launch Command Prompt Programs (H:)
Search...

"

sharing and Security. .,

Real-Music {L:)
L1 ShelTows xP »
Choose Program
Command Prompt
Copy Path
Extended Search & Replace
Folder Contents (15 items) r
Go To Folder 3
MNew Folder Here
New From Template 3
Play Media Album
Zip Folder

Free-Disk (P:)

Free-Disk (T:}

r2 .2 M me

Devi

t B bl asta).,, DR Drive (41
L‘\!] B o) asLs) "Archive.rar”
B ol dluly biva..
£ B ol bl "Archive.rar gl Jlele

Format, ..

Othe  Copy
Paste

I Create Shorbout
\/, el & Mero Scout
Rename

g==
w COperating (E:)

%w Lesson (It}

%w Video-Clip {M:)

%@ Free-Disk (1)

a=
w TEMP (11:)

.@ D Drive (W)

g==
w Anki-virus (Fi)

g o=
w Wallpapers (1:)

@ =

E@ Free-Disk (M:)

@—_

w Free-Disk (R:)

_ DY Drive (3:)
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security

Local Disk (D:) Properties ) 2=l
Eenerall Toolz I Hardwarel Sharing  Security | E!uu:utal

GTDUD Or LZer name:s:

Adminiztrators [CLIEM T \Adminiztrators]
€7 CREATOR OWNER
ﬁ Everone
€7 SvSTEM
€7 Users [CLIENT W Users)

Add... | Remove |

Permizsions for Adminiztrators Al Deny
Full Cortral O Al
Modify

Fead & Execute
Lizt Folder Contents
Read

IREEEEE
ijo0OoOoono

il
Far zpecial permizsions or for advanced settings, e |
click Advanced.

k. I Canicel | Apply |
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security

Genetral |T|:u:-|s I Hardwarel

@

Type: Local Disk

File system:  FAT3Z

FAT32
NTFS FAT32
CONVERT c: /FS:NTFS
NTFS FAT32 C
NTFS security
XP Security

Simple File Sharing user

security interface
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Start > Run > control

Folder Options

. folder options

General Wiew I File T_I,Ipes! Offline Filesl

— Folder wigws
'ou zan apply the view [such as Detailz or Tiles] that
yawl are wzing for this folder ta all folders.

Apply to bl Falders | Rezet All Folders

Advanced settings:

[ Launch falder windows in a separate process ;I
|2y Managing pairs of Web pages and folders
&) Show and manage the pair as a single file
) Show bath parts and manage thern individually
) Show bath parts but manage az a single file
Remember each folder's view settings
[ Restare previous folder windows at logan
[ Show Contral Panel in by Computer
Show encippted or compressed HTFS files in color

Show pop-up description for folder and desktop items
[ Use simple file sharing [Recommended) I

Restore Defaulkz |

2l x|

k. Cancel | e [T

security

view
.Security
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ACL / Access Control List
entries

Local Disk {D:) Properties N il

Generall T ool I Hardware | Sharing Security I I]uu:utal

Group or user names;
Adrinistrators [CLIEMN T Adminiztrators]
€7 CREATOR OwWNER
ﬁ E veryone
€7 SvSTEM
€7 Users [CLIENT\Users)
Add... | Remove |
Fermizzions for Adminiztrators Biflons Crery
Full Cartral O =
Modify O
FRead & Execute O
Lizt Folder Cortents (M|
Read O
rite O &=
I gl P m m LI
For zpecial permiszions or for advanced settings,l ey |
click Advanced.

| 0k, I Cancel | Apply |

i )deny  allow
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2003

1. Full control :

system administrator

2. Modify :

Read & Execute, List folder Contents, read, write

3. Read & execute:

4. List folder Contents:

5. Read:

6. Write:
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7. Special Permissions

Change permissions

Take Ownership

advanced

advanced

Advanced Security Settings for Local Disk {D:) ' i s

Fermizzions |.-i‘-.uditing| Elwnerl E ffective F'ermissiu:unsl

To wiew more information about Special permizzions, select a permizzion entry, and then click Edit,

Permizzion entries;

Type M ame Permizzion Inherited From Apply To

Full Contral <hot inhented: Thiz falder, subtolders. .
Deny Guest [CLIEMNTAGuest]  Full Cantral <niot inkerited: Thiz falder, subfalders...
Ll CREATOR OwWHER Full Cantral <niot inkerited: Subfolders and files only
Al Adrministrators [CLIEM...  Full Control <niot inkernited: Thiz folder, subfalders...
Allova Evemyone Read & Execute <not inhernted: Thiz folder only

Al zers [CLIEMTA\Uzerz]  Read.'white & E...  <nat inkented: Thiz falder, subfalders. ..

Add.. Edit... R emowve

[~ Replace pemission entries an all child objects with entries shown here that apply ta child objects

0k, I Cancel Spply
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auditing

:administrator

1. Type : allow

2. Name : administrator

3. Permission : Full control

4. Inherited from : < not inherited <

5. Apply to : This folder , subfolders , and files
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permissions
inheriting

.parent directory "

¢ Dr.Bill Gates

H:“2>tree
Folder PATH listing for volume Hew Uolume

Uolume serial numbher is BHBBGT72ZF E424:74FD
H:.
L—MCSEZ2B@A3

UESTIONS

TRAIMING KITS

MCSE2003
.parent Directory
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Advanced Security Settings for TRAINING KITS ' 2=

Fermnizzions | Elwnerl Effective F'ermissiu:unsl

T o wiew more information about Special permizzions, select a permizzion entry, and then click Edit.

Permizzion Inherited From

Allaw zers [CLIEMT Uszers]  Full Control H:AMCSE2002Y

Permizzion entries:

Thiz falder, subfaolders..

1| |

Add... Edit... B emoyve

|nherit fram parent the permizzion entries that apply to child objectz. Include these with entries explicith
defined here.

™ Beplace permission entriez on all child obijects with entries shown here that apply ta child objects

MCSE2003

.Effective permissions "
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allow deny
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Advanced Security Settings for Local Disk (D:}

Effective Permiszions

Permizsions | Owhner

The following list displavs the permizzions that would be granted to the selected group or user, bazed on all

relevant permissions.

GIEILII:I Or LIEET name:

Effective Permissions tab

Effective permizsions:

Select.., I

O Full Contral

O Traverse Folder / Execute File
[ List Folder # Bead Data

O Read Attributes

O Read Extended Attributes

O Create Files /Wit D ata

O Create Folders # Append D ata
O *wiite Attibutes

O *wiite Extended Attributes

O Delete Subfolders and Files
O Delete

O Read Pemissions

O Change Permissions

O Take Ownership

Select User or Group

Select thiz object twpe:

select

|L|ser, Group, or Built-in zecurnity principal

Fram thiz lacation:

Ohbject Types...

|I:LIENT

Enter the object name to select [examples):

Lozations. .

SOUL-ALMETSDrBIll Gates

Advanced. .. |

Check Mames

iEt

k. | Cancel |

P
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Advanced Security Settings for Local Disk (D:)

Pemizsions | Owner  Effective Permiszions

T he following list dizplays the permizzions that would be granted to the zelected group or uzer, bazed on all

relevant permizzions.

GTCILIFI ar uzer hame:

|Dr.EiII Gates

Effective permizsions

Select.. I

O Full Contral

Traverze Folder / Execute File
Lizt Folder / Read Data

Fead Attributes

Read Extended Attibutes
Create Files / 'Wwiite Data
Create Folderz / Append D ata
Wirite Attributes

wirite Extended Attributes

O Delete Subfolders and Files
O Delete

Fead Permizzsions

O Change Pemizsions

O Take Dwnership

<

Ok

Caricel

Apply

cacls

Auditing

runas
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SNUINDOWS system32 >cacls ~7
Displays or modifies access control lists (ACLs)> of files

ACLE filename [~T1 [-E]1 L[-C]1 [4G user:-perml] [-R user [...11
[P wser:perm [...11 [/D user [...11]
filename Displays ACLs.
T Changes ACLs of specified files in
the current directory and all subdirectories.
~E Edit ACL instead of replacing it.
<G Continue on access denied errors.
/G user:perm Grant specified user access rights.
Perm can he: B Read
W Write
C Change <uritel
F Full control
/R user Revoke specified user’s access rights <{only valid with ~E>.
/F user:perm Replace specified user’s access rights.
Perm can he: N MNone
Read
W Urite
C Change <write?
F Full control
/D user Deny specified user access.
Jildcards can be used to specify more that one file in a command.
on can specify more than one user in a command.

Abbreviations:
I — Container Inherit.
The ACE will he inherited by directories.
0I - Object Inherit.
The ACE will be inherited by files.
I0 — Inherit Only.
The ACE does not apply to the current filesdirectory.

SUINDOWSSsystem32 >




www.Server4Arb.com

cmid (running as CLIENT  administrator)

D:s>cacls winnt._txt
D:swinnt.txt BUILTINSAdministrators:F
{Account Domain not found>R
NT AUTHORITY-SYSTEM:F
BUILTIM~Uzers:-<special access:)
READ_COMNT ROL
SYMCHRONIZE
FILE_GEMERIC_READ
FILE_GENERIC_MWRITE
FILE_GEMERIC_EXECUTE
FILE_READ_DATA
FILE_WRITE_DATA
FILE_AFPEND_DATA
FILE_READ_EA
FILE_WRITE_EA
FILE_EXECUTE
FILE_READ_ATTRIBUTES
FILE_WRITE_ATTRIBUTES

F,R

¥Yalue Description
n MNone

r Read

w W Frite

C Change (irite)
f Full Control

F:

system
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cv. cmid {running as CLIENT, administrator)

D:~>cacls winnt_txt G Users:F
Are you sure CY/NI)7y
processed file: D:i“winnt_txt

Dzs2>

¢ cmd {running as CLIENT  administrator)

D:v>cacls winnt.txt #D Dr_.Bill Gates
Are you sure CY/NI7y
processed file: Diswinnt.txt

Dz

Dr.Bill Gates
.access is denied

ci. cmid {running as CLIENT administrator)

D:sreacls winnt.txt #DDr.Bill Gates administrator

Are vou sure ¥-H>?y
processed file: D:oswinnt.txt

Dz

Dr.Bill Gates, administrator
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cm (running as CLIENT) administrator)

D:=v>cacls =.% /G Users:F
Are you sure (YrsNI?
processed dir: D:~B3-88-2064
33 file: D:-B347.exe
proceszed dir: D:-x15-09-2004
processed dir: D:s22-18-2084
processed file: D:=s5.htm
processed dir: D:“Adobe acrobat 6.8 PRO
processed di D:=nafter backup
processed di D:=varabsecure
processed di D:=~C code
33 di D=~dm
proceszsed diwr: D:-sDOCS
processed file: D:isefsinfo.exe
processed dir: D:SI386
processed file: D:nIIS.exe
processed dir: D:=I5A
processed di D:=nisal
processed dir: D:=sjohn
processed file: D:-slivekd.exe
iy
14

roceszsed dir: D-sMagic_folder
rocessed File: D:ismawsoal.pdf
processed smawsuda . pdf
processed 5 CSE2803
processed fi My startup Template.inf
processed fi D:=vnc.exe
Process i D:=snetdom.exe
ss dir: D:“~NTF5DOS
proceszsed dir: D:-“~RECYCLER
processed file: Disredhat.pdf

Dr.Bill Gates

H:s*cacls h:=~MCSEZBHA3~*.* g usersz:F -t
Are you sure CY/H>7y

processed dir: h:~MCIEZBHA3~QUESTIONS
processed dir: h:sMCSEZBHI~TRAINIMG KITS

Hzv2>

. NTFS permissions

txt
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auditing

NTFS partition
.(access.txt )
properties

advanced

Advanced Security Settings for access.txt ' ili!l
Permizzions| Auditing § Dwner I Effective Permizzions I

To wiew more infarmation about S pecial auditing entriesz, select an auditing entry, and then click Edit.

Auditing entries:;

Type | M ame | Aooess | Inherited From |

Fed | I Edi. -
| |

v [nherit from parent the auditing entries that apply to child objectz. Include these with entries explicith
defined here.
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add auditing

Select User or Group i

Select thiz object twpe:

ILlser, Group, or Built-in zecurity principal Object Tupes...

Fram thiz lozation;
|ELIENT Locations...

Enter the object name to select [examplez]:
Ewerone Check Marmes

e

Advanced... | [k | Cancel |

o

everyone

Auditing Entry for access.kxk [ 2 =]

Object |
Marne: IEver_l,IDne
Apply antao; IThis object anly j
Aocess Successful  Faled
Full Contral 1=

Traverze Folder / Execute File
List Folder / Read Data

Read Atributes

Read Extended Attributes
Create Files / wiite Data
Create Folders / Append Data
Wirite Attributes

Write Extended Attributes
Delete

Read Permissions

Change Permizzions

T alim Mo menleim j
r Applpthese auditing enties toobjects Clear Al |

anddor captaimersidithin this container amly

1000000000000
1000000000000

0k, | Cancel |
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Auditing Entry for access.kxt 2| A

Object |
M arne: IEver}IDne
Apply anto; IThis object anly j
Aoocess Successful - Failed
Full Contral =

Traverze Folder / Execute Fila
Lizt Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files / Write Data
Create Folders / Append Data
Wite Attributes

Wiite Extended Attributes
Delete

Read Permizzsions

=

- Applytheze auditng entries to objects Clear All |

Change Permizsions

i =] HfHEN m it MY

JEEEEREEREREEEREE

 pr |
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B

' The current Audit Palicy For this computer does not have auditing turned on, I this
. computer gets audit policy From the domain, please ask a domain administrator bo kturn
an auditing wsing Group Palicy Editar, Otherwise, use the Local Computer Palicy Editar

ko configure the audit palicy locally on this compuker,

.local policy editor domain group policy

group policy

Start << Run << secpol.msc

File  Action  “iew Help
= |H|xXE| @
@ Securiby Settings Folicy | Security Setting I]
E@ Account Policies @.ﬁ.udit accaunt logon events Mo auditing
EHE Local Palicies F'.uu:lit account management Mo auditing
@ Audit Policy %) audit directory service access Mo auditing
@ e Bights .\If'.ssignment .ﬁ.udit |ogon evenbs [ auditing
Ei ---l{fbliSceIE::t:uﬁEg:ns El fwdit abject access Ma auditing I
g Ca o Ej.ﬁ.udit palicy change Ma auditing
[#-[Z] software Restriction Policies R .
Eig IP Security Policies on Local Computer 'ﬁ""d't privilzge use No auditing
F'.uu:lit process kracking Mo auditing
@:‘j.ﬁ.udit syshemn events Mo auditing
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audit object access audit policy

Audit object access Properties

event viewer
security
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Start < Run < eventvwr

: 560 security

H Event ¥iewer TN

File Action Wiew Help

e« | BEFHE| 2

@ Event Yiewsr (Local) Security  Filkered wiew showing 68 of 134 event(s)

Applic.ation Type Date Time Source | Categar Event | User Computer
RERClEs pudit : K CLIENT
1] system @F Success Audit 3{14/2005 1:05:11 M Security Object Access 560 Killsrael CLIENT
@/‘JSuccess Audic 314/2005  1:05:11 AM Security  Object Access 560 Kill-l zrael CLIENT
@f’Success Audit 314/2005  1:05:11 AM Security  Object Access =1 Eill-lzrael CLIENT
@?Success Audit 3i14/2005 1:05:11 AM  Security  Object Access 560 EKill-|zrael CLIENT
@/PSuccess Audit 3i14/2005  1:05:11 AM Security  Object Access 560 Kill-lzrael CLIENT
dSuccess Audit 314/2005  1:05:11 AM Security  Object Access 560 Kill-lsrael CLIENT
(nguccess Audic 314/2005  1:05:11 M Security  Object Access 560 Kill-l srael CLIENT
@ Fallure Audit  3/14/2005 1:05:11 AM Security  Object Access =10 Eill-lzrael CLIENT
g Success Audit 3142005 1:05:11 AM Security  Object Access Sa0 Kill-|zrael CLIENT

wf Success Audit 31142005 1:05:11 AM Security  Object Access 560 Kill-|srael CLIENT
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Crentproperies NN
Ewvent |
D ate; ERAETNNE  Source:  Securnty
Tirne: 1:05:11 Ak Category: Object Access
Type: M Ewvent|D: B&0
zer: CLIEMT\Eill-lzrael

Computer; CLIEMT

Dezcription:
Ohbject Oper; -
Object Server: Securty
Ohbject Type: File
Object Mame: [:Naccess. bt
Handle ID: i
Operation [D: {0.907890}
Procesz |D: 1636
Image File Mame:  C:hwARDOWSSEwplorer EXE
Prirnary Uzer Mame: Kill-lzrasl
Frimary Domain: ~ CLIENT j

access.txt

Kill-Israel




Hack_1Killer/

Bill Gaties@hotmail.com
Bill Gates@maktoob.com
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